
COMPUTER SAFETY 
 
 
 
 

SAFETY AND ITS IMPLICATIONS 
 
Main features of Internet security: 
• Confidentiality. They should only have access to those authorized to do so. 
• Authentication and key management. It must be confirmed that both origin 
and destiny are truly who they say they are. 
• Authorization. Access to the different services must be conditioned by the 
identity of the user. 
• Integrity. The data sent must be the same as that received, avoiding 
manipulation or corruption of it during the journey. 
• Impossibility of repudiation. The sender can’t deny having sent a message. 
 
 
 

SAFETY CLASSIFICATION 
 
• Physical security. It is understood as the set of measures and protocols to 
control physical access to an item. In general, it is made up of doors, locks, bars 
and walls. In the specific case applied to computer security, it is made up of 
measures to prevent unauthorized persons from reaching a specific terminal or 
device. 
• Logical security. They are the different protocols, algorithms and programs 
that can directly manipulate the information by controlling access to it from third 
parties. Passwords, ciphers, and codes are part of logical security. 
• Programmable security. They are the different antivirus programs, Proxy, 
firewalls that we can have to prevent viruses from entering our computer. 
Different users of the same computer, or their categories, are also considered. 
• Human security. It is the one that resides in the user who manages the 
information. It is the responsibility that the user takes on the information and the 
measures and protocols that it carries out to manage it properly. The choice of 
strong passwords, non-disclosure of keys and the use of security tools are 
human security. 
 
 
 

LOGICAL SECURITY 
 
Data protection: cryptography 
Message encryption is undoubtedly one of the oldest systems to protect 
communications. Different coding systems have evolved throughout history, but 
it has been with the application of machines and computers to cryptography that 
algorithms have become truly complex. This encryption is transparent to the 
user, who does not participate in the process. 
 



Data protection: hash functions 
They are functions, called cryptographic reduction, that are irreversible. These 
functions operate on the data obtaining from them a key that represents it 
almost univocally. 
 
Data Protection: Steganography 
It is a set of methods and techniques to hide messages or objects within others, 
so that the existence of the former is not perceived. A hidden message made up 
of the first letter of each sentence of a text is a form of steganography. 
There are programs capable of introducing data into images or music files 
taking advantage of the limitations of the human senses, either in the form of 
inaudible frequencies in an audio file or small "imperfections" in an image. 
 
 
 

PROGRAMMABLE SECURITY. 
 

Protection of communications. Firewalls 
 
A firewall is an element in charge of controlling and filtering the network 
connections of a machine or set of machines. It is a basic mechanism for 
preventing external intrusion threats. It is the protection barrier between a 
private computer or network and the outside world. It controls the entrance and 
exit access to the outside, filters communications, records events and 
generates alarms. 
 

 
 
 
 

Protection of communications. Proxy servers 
 
A Proxy is a computer (or a router) that acts as an intermediary between a client 
and a destination. When a client wants information, it connects to the Proxy 
server instead of the destination server. 
The proxy server contacts the destination server as if it were the client itself 
and, once the information has been obtained, it is sent to the computer that 
initiated the request. 



In a local network, a proxy server can provide this service to all computers, so 
that communications are not made with the outside, but only with the proxy 
server. 
On the other hand, this server is the only one that accesses and exchanges 
data with the external network. 
 

 
 
 

Protection of communications. Wi-Fi network security 
 
When information travels by radio waves, they are accessible to any receiver 
within the area they cover, whether authorized or not. With the proliferation of 
this type of network, it is quite common to find that the same terminal receives 
signals from various neighbouring networks. It is therefore important to protect 
Wi-Fi communications from possible intruders. 
There is a double reason for this. First, to ensure the confidentiality of 
communications on a network. Second, to prevent that an intruder can use the 
network to carry out illegal actions that will end up being imputed to the owner 
of the network. 
 

Secure browsing. Https protocol 
 
This encrypted Web communication protocol is a secure version of the Web http 
protocol, and is common in communications with banks, online stores, and 
private services. When accessing a page that requires this protocol, the client's 
browser and the server agree to carry out encrypted communication. It is 
common for some browsers to indicate access to this service using a padlock 
icon. 
Browsing these pages is guaranteed, both at the level of virus absence, and at 
the level of any other type of malware. 

 



 

Secure browsing. Digital certified protocol 
 
It is a digital document through 
which a certification authority 
guarantees the authenticity of 
an entity and its link with its 
public key. Thus, a digital 
certificate ensures that the 
entity to which the user 
connects is who they say they 
are, is authentic, and offers a 
key with which to initiate secure 
encrypted communication. An 
example of this is the electronic 
DNI, which acts as a certificate 
of our identity. It is usual that 
the use of the digital certificate 
is linked to that of the https 
protocol. 
 

 
 
 
 

PROGRAMMABLE SECURITY 
 

Definition of malware. 
 
Malware (malicious software). 
Malware is the program whose purpose is to infiltrate or damage a computer 
without the owner's knowledge. They are programs "in disguise" with the aim of 
deceiving the user. Computer viruses are the most common type of malware, 
which is why that name is common to refer to all types of hostile programs. 
 
 

 
 
 



Classification of malware. 
 
1. Viruses 
They are programs of very small size, which go unnoticed, and their function is 
to reproduce. 
They are usually hidden within another program (or file), called an infected 
program, and once the infected program is run, the virus enters memory and 
remains resident there until the computer is turned off. Once in memory, its first 
actions are usually to implant itself in the system, infecting programs that are 
run when the computer starts up, so that it can always be present. Once 
implanted in the system, it tries to spread, generally infecting other programs 
and trusting that they can be copied and run on more computers. 
 
2. Worms 
Its behaviour is very similar to that of a virus, but it does not reproduce infecting 
other programs. Its method of expanding is to use the network to send itself to 
other computers, generally using e-mail and sending itself to members of the 
user's contact list. They spread with great speed, to the point of saturating 
networks in a short time. 
 
3. Trojans 
They are programs that disguise and hide an unwanted function in an 
apparently harmless program. The most common ones are: 

 Back doors. They modify the system to allow a hidden door to access it. 

 Keyloggers. They store, in such a way that the user cannot notice it, all 
the keystrokes he makes. Therefore, they register our passwords. 

 Spyware or spy software. Once installed, it automatically sends 
information from the user's computer to other computer/s. It registers the 
Web pages that we visit and in which we are interested. They usually 
come embedded in "free" files or songs or in programs that download 
free games or demos. 

 Adware. They are advertising programs that display advertisements, 
generally through pop-up windows or browser pages. They are usually 
connected to a Spyware and they send us just information about things 
that we have recently investigated. 

 
 
 

Protection systems against malware 
 
Antivirus 
They are programs designed to detect and remove harmful software. They have 
two basic mechanisms for detecting threats: 

1. Comparison, searching among the programs for the code pattern that 
matches those stored in a library of known virus patterns. 

2. Detection of hostile programs based on their behaviour. The antivirus 
knows a series of suspicious behaviours and studies the programs that, 
by their code, are prepared to carry them out. 
 

 



Antispyware 
They are specific programs to detect spyware, which complement the activity of 
the antivirus. 
 
 

HUMAN SECURITY: COMMON SENSE. 
 

The user is sometimes the weakest link 
 
• Choose a strong password. Do not share it or write it next to the name of 

the email account. Use a mixture of numbers and letters. 
• Do not leave clues. Always log out of shared computers. Do not activate in 

our browser the option “remember passwords”, have an email account to 
work or/and to contact with friends and another one to register on “dubious 
pages” or applications that require it and never configure Outlook with the 
second one. 

• Visit safe or verified pages. Be wary of pages that give us free stuff, 
especially if it's illegal stuff like music or books. If we need a file, driver or 
program, we must choose the manufacturer's page instead of others that 
offer the same for nothing. 

 Disinfect memory (USB) sticks and have backup copies. If we use our 
USB on several computers, it is very important to run the antivirus to it often, 
because it is a device very sensitive to viruses. In case it gets infected and 
needs to be formatted, it is convenient to have a backup of its content. If we 
cannot have it on another computer, we can email the important files to 
ourselves or we can have a copy in the cloud. 

• Do not be fooled. The best way to protect yourself from hostile programs is 
to be aware of their existence and make use of the network and software that 
minimizes the risk that they can enter the system. Prudence is the main tool 
and caution must be exercised when facing an unknown program. Not all 
programs that are received by mail or are downloaded free from the web are 
clean of threats. It is important to check and think before acting. 

 
 


